POLICY CATEGORY: PROFESSIONAL PRACTICE POLICY- 74
POLICY FOCUS: Community Pharmacy and Telepharmacy Security

This policy provides guidance to community pharmacies for complying with community pharmacy and
telepharmacy security requirements. Pharmacy Operations and Drug Scheduling Act (“PODSA”)
Bylaws sections 1, 18(2)(c)(iii), 18(2)(e), 18(2)(l), 18(2)(t), 18(2)(aa), 18(7), 26, and 31(3) address
community pharmacy and telepharmacy security.

POLICY STATEMENT(S):

1. Written Policies and Procedures Regarding Pharmacy Security
Pharmacy security policies and procedures should be included in the pharmacy’s policy and procedure
document. The policies and procedures should contain information on the following:
e Training,
Pharmacy security equipment,
Emergency responses,
Incident review, and
Pharmacy security evaluation,

Additionally, direct and indirect owner(s) of the pharmacy should ensure that critical stress debriefing
and stress counseling is offered as soon as possible following an incident.

2. Staff Training on Pharmacy Security Policies and Procedures
Pharmacy managers should ensure that staff members are retrained at least annually to maintain
knowledge of pharmacy security policies and procedures.

Staff training is critical both to prevent and respond effectively to security breaches. Training includes
initial training and periodic review/refresher of skills. Training should include instruction on:

e Operation of security-related equipment, such as security camera, alarms, safes, etc.,

e What to do in the event of a pharmacy security breach, and

¢ How to handle potential precursors to robbery (e.g., the presence of suspicious customers and
phishing style phone calls, etc.).

3. Notification Procedures

As outlined in PODSA bylaws section 18(2)(t), pharmacy managers notify the registrar of any incident
of loss of narcotic and controlled drug substances within 24 hours. This notification should occur
through the Robbery Prevention Portal located in e-Services under the “report an incident” tab.
Incidents to be reported include but are not limited to any of the following:

e Robbery (armed/unarmed) or attempted robbery
e Break and enter

e Forgery

e Theft

e Drug loss (unexplained or adulterated)
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Additionally, pharmacy managers should provide the College Registrar, within 10 days of an
occurrence, with a copy of the mandatory Health Canada report (Form HC 4010 or HC 4004) via the
Robbery Prevention Portal located in e-Services containing the complete inventory of drugs (including
the drug count) that were taken or diverted.

Pharmacy managers should notify the direct and indirect owners(s) of the pharmacy immediately as
soon as the manager becomes aware that they are unable to meet the minimum pharmacy security
requirements (as defined in PODSA bylaws section 26). If compliance is not achieved within a
reasonable amount of time, then the pharmacy manager must notify the registrar of any persistent non-
compliance by the direct and indirect owner(s) of the pharmacy with community pharmacy security
bylaws and/or this policy as required in PODSA bylaws section 18(2)(aa). This natification should be
provided to the CPBC Complaints and Investigations Department via the complaints line or email (1-
877-330-0967 or complaints@bcpharmacists.org).

4. Pharmacy Security Equipment

Safe

The safe must be an actual metal safe, a “narcotics cabinet” is not sufficient. The safe must be securely
anchored in place, preferably to the floor. The safe should only be open when items are being placed
into or removed from the safe. It is never appropriate for the safe to be left open; this would defeat
the purpose of the time-delay lock security measure.

Security Camera System

It is important to ensure that images captured by the security camera system are sufficient to enable
law enforcement to identify the criminals. In order to identify a person, specific individual features must
be distinguishable.

Experts advise that camera systems are rated on frame rates per second and resolution. The higher
the frame rate and resolution the better for detection and identification.

Under the Personal Information Protection Act (PIPA) pharmacies are required to post visible and clear
signage informing customers that the premise is monitored by cameras. Guidance on the use of
cameras, including security arrangements and policies can be found on the Office of Information
Privacy Commissioner’s site.

Motion Sensors
Security experts recommend that 360 degree motion detectors be installed on the ceiling as wall
mounted motion detectors are vulnerable to blind spots.

Monitored Alarms Systems
Independent alarms for the dispensary are optional, when a full pharmacist is present at all times and
the premise is accessible by non-registrants.

Physical Barriers
Physical barriers provide an additional layer of security and deter:
1. Unauthorized access to drugs, including but not limited to:
e All Schedule I, and Il and, controlled drug substances and personal health information.
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2. Unauthorized access to personal health information, including but not limited to:
e Hard copies of prescriptions,
¢ Filled prescriptions waiting to be picked up, and/or
e Labels, patient profiles, and any other personal health information documents
waiting for disposal.

Physical barriers can be tailored to the needs and structure of the particular community pharmacy or
telepharmacy. Examples of physical barriers include: locked gates, grillwork, locked cabinets, locked
doors, and locked shelving units. The physical barriers should prevent access.

As per section 26(2.1), existing community pharmacies and telepharmacies have until April 21, 2020 to
implement physical barriers. All new pharmacies must have physical barriers. Pharmacies that are
renovated within this 3 year period must include physical barriers in the renovations.

When a full pharmacist is present at all times, physical barriers are optional. For telepharmacies, a full
pharmacist is deemed to be present at a telepharmacy when he or she is engaged in direct supervision
of the telepharmacy.

Signage

The College will send signs to all new pharmacies at the time of licensure approval. In addition, signs
can also be ordered via the e-Services portal. Signage provides a consistent province-wide deterrent
message that additional layers of security are in place. It is critical that all pharmacies comply with this
requirement to ensure that their pharmacy does not become a “soft target”.

For pharmacies that do not stock Schedule 1A drugs, the declaration attesting this can be provided
using the self-declaration template in Appendix 1 of this policy.

5. Emergency Response Kit
An emergency response kit should include a step-by-step guide on what to do in the event of a robbery
or break and enter and be available to all pharmacy staff.

Pharmacy robberies and break and enters can be very stressful and traumatic events for pharmacy
staff. Having an accessible and plain language step-by-step guide on what do if such an event occurs
can help pharmacy staff take the steps necessary to appropriately respond to the situation.

6. Incident Review
Incident reviews should be conducted annually to determine concerns about pharmacy security and/or
activity trends.

Policies and procedures should be in place regarding a privacy breach response plan consistent with s.
79 of the Health Professions Act Bylaws. The plan should provide for notification of affected individuals
and other health care providers in appropriate cases. It should also include notification to the College
and the Office of the Information and Privacy Commissioner of British Columbia.

7. Pharmacy Security Evaluation
Pharmacy security evaluations should be conducted on an annual basis to identify areas of risk and
needed improvements.
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Appendix 1: Safe Declaration Template

NO SCHEDULE 1A DRUGS ON-SITE DECLARATION

I, , the (position title) of

(legal pharmacy name), declare that,

1. Schedule 1A drugs are never stocked or dispensed at the above identified pharmacy, and |
understand that non-compliance with this declaration may result in referral to the Inquiry

Committee of the College of Pharmacists of BC.

2. Inthe event that the terms of the declaration above are no longer valid, | will notify the
Registrar immediately and take action in advance to ensure that pursuant to sections 26
(1)(a) and 26 (3) of the Pharmacy Operations and Drug Scheduling Act Bylaws, a safe will be

installed and signage will be displayed.

Date (MM/DD/YYYY) Signature
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